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Credits/Copyright

©2017 BEST Access Solutions, Inc. All rights reserved. Information in this document is
subject to change without notice and does not represent a commitment on the part of BEST
Access Solutions, Inc. The software described in this document is furnished under a license
agreement or non-disclosure agreement.

This publication is intended to be an accurate description and set of instructions pertaining to
its subject matter. However, as with any publication of this complexity, errors or omissions are
possible. Please call Keystone Web support at 1-800-392-5209 or email keystone.us.support@
dormakaba.com if you see any errors or have any questions. No part of this manual and/

or databases may be reproduced or transmitted in any form or by any means, electronic or
mechanical, including photocopying, recording, or information storage and retrieval systems,
for any purpose, without the express written permission of BEST Access Solutions, Inc.

This document is distributed as is, without warranty of any kind, either express or implied,
respecting the contents of this guide, including but not limited to implied warranties for the
publication’s quality, performance, merchantability, or fitness for any particular purpose.
Neither BEST Access Solutions, Inc., nor its dealers or distributors shall be liable to the user or
any other person or entity with respect to any liability, loss, or damage caused or alleged to be
caused directly or indirectly by this publication.

Written and designed at BEST Access Solutions, Inc.
6161 East 75th Street,
Indianapolis, Indiana 46250

Software License Agreement

Refer to End User License Agreement (EULA) when you install the Keystone Web Software.
If required we can provide you a copy of the EULA up on request. Please call Keystone Web
support at 1-800-392-5209 or email keystone.us.support@dormakaba.com.
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Limited Warranty

BEST warrants that for a period of ninety (90) days the Software, when properly installed,
will substantially conform to the functional specifications set forth in the applicable Getting
Started Guide. This warranty is limited to you and is not transferable. Any implied warranties
on the Software are limited to ninety (90) days. Some jurisdictions do not allow limits on the
duration of an implied warranty, so this limitation may not apply to you.

BEST does not warrant that the Software will meet your requirements or that operation of

the Software will be uninterrupted or error free. You assume responsibility for selecting the
Software to achieve your intended results, and for use and results obtained from the Software.
You must notify BEST in writing of any nonconformity associated with the Software program
within 3 days of its occurrence or contact BEST's customer support team within the same
period of time. The failure of Licensee to notify BEST within the time limits identified in this
section may constitute Licensee’s waiver to have the nonconformity corrected. This limited
warranty is void if failure of the Software has resulted from accident, abuse, misapplication,
or modification by someone other than BEST. Any replacement software will be warranted for
the remainder of the original warranty period or thirty days, whichever is longer. If, in BEST's
sole judgment, the nonconformity is considered to be a BEST responsibility, then BEST's entire
liability and Licensee’s exclusive remedy shall be, at BEST's option, either (a) refund of the
price paid upon return of the software (including any copies) to BEST, or (b) modification or
replacement of Software that does not meet this limited warranty, provided that Licensee

has otherwise complied with this Agreement. BEST makes no warranties with respect to: (a)
services; or (b) software which is licensed to Licensee for a limited term or licensed at no cost;
all of which are provided “as is".

BEST has the right to license the Software. Any portion of the Software in which the
intellectual property is owned by someone other than BEST has been licensed to BEST for
sub-licensing to you and others. Such license does not restrict the ability of BEST to grant the
license set out in this Agreement.

DISCLAIMER OF WARRANTIES. THE WARRANTIES SET FORTH IN THIS SECTION ARE
EXCLUSIVE. NEITHER BEST NOR ITS LICENSORS MAKE ANY OTHER WARRANTIES, EXPRESS,
IMPLIED OR STATUTORY, BEST AND ITS LICENSORS SPECIFICALLY DISCLAIM ALL IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE AND
NON-INFRINGEMENT OF INTELLECTUAL PROPERTY. EXCEPT AS EXPRESSLY SET FORTH
HEREIN, THE SOFTWARE IS PROVIDED AND ACCEPTED STRICTLY “AS IS” AND WITHOUT ANY
WARRANTY, EXPRESS OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, IMPLIED WARRANTIES
OF MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE OR ANY WARRANTY
AGAINST LATENT DEFECTS. BEST DOES NOT WARRANT THAT THE SOFTWARE IS EXEMPT
FROM ERRORS, THAT ALL ERRORS MAY BE DETECTED OR CORRECTED OR THAT USE OF THE
SOFTWARE WILL BE UNINTERRUPTED OR ERROR FREE. BEST GIVES NO WARRANTY THAT
THE SOFTWARE WILL MEET THE REQUIREMENTS OF LICENSEE.
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Limited Warranty - DEMO

BEST makes no warranties with respect to (a) Software which is licensed to Licensee as a
demo for a limited term or licensed at no cost, or for any services, all of which are provided
“as is". BEST does not warrant that the Software will meet your requirements or that
operation of the Software will be uninterrupted or error free. You assume responsibility for
selecting the Software to achieve your intended results, and for use and results obtained

from the Software. You must notify BEST in writing of any nonconformity associated with

the Software program within 3 days of its occurrence or contact BEST's customer support
team within the same period of time. The failure of Licensee to notify BEST within the time
limits identified in this section may constitute Licensee’s waiver to have the nonconformity
corrected. If, in BEST's sole judgment, the nonconformity is considered to be a BEST
responsibility, then BEST's entire liability and Licensee’s exclusive remedy shall be modification
or replacement of such Software that is non-conforming, provided that Licensee has otherwise
complied with this Agreement.

BEST has the right to license the Software. Any portion of the Software in which the
intellectual property is owned by someone other than BEST has been licensed to BEST for
sub-licensing to you and others. Such license does not restrict the ability of BEST to grant the
license set out in this Agreement.

DISCLAIMER OF WARRANTIES. THE WARRANTIES SET FORTH IN THIS SECTION ARE
EXCLUSIVE. NEITHER BEST NOR ITS LICENSORS MAKE ANY OTHER WARRANTIES, EXPRESS,
IMPLIED OR STATUTORY, BEST AND ITS LICENSORS SPECIFICALLY DISCLAIM ALL IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE AND
NON-INFRINGEMENT OF INTELLECTUAL PROPERTY. THE SOFTWARE IS PROVIDED AND
ACCEPTED STRICTLY “AS IS" AND WITHOUT ANY WARRANTY, EXPRESS OR IMPLIED,
INCLUDING, BUT NOT LIMITED TO, IMPLIED WARRANTIES OF MERCHANTABILITY OR FITNESS
FOR A PARTICULAR PURPOSE OR ANY WARRANTY AGAINST LATENT DEFECTS. BEST DOES
NOT WARRANT THAT THE SOFTWARE IS EXEMPT FROM ERRORS, THAT ALL ERRORS MAY
BE DETECTED OR CORRECTED OR THAT USE OF THE SOFTWARE WILL BE UNINTERRUPTED
OR ERROR FREE. BEST GIVES NO WARRANTY THAT THE SOFTWARE WILL MEET THE
REQUIREMENTS OF LICENSEE.
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Address

BEST Access Solutions
6161 E. 75th Street
Indianapolis, IN 46250

Email
keystone.us.support@dormakaba.com

Phone
1-800-392-5209
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1 Keystone Web

Deployment

THANK YOU FOR PURCHASING KEYSTONE WEB.
SCALABLE, STREAMLINED, SIMPLE, KEY MANAGEMENT.

This deployment guide provides the step-by-step deployment
procedure for the installation of Keystone Web software.

Keystone Web Deployment Overview

Keystone Web software comprises three components: Keystone Web
application, Database, and Scheduler. The diagram below provides
a logical representation of the software and the communication with
BEST Access servers.

Http s
Web Browser (Keystone Web) |

Keystone
Web DB

Windows Service

Keystone Web

(AD Sync Scheduler,

Email Notification)

v
4
y

Disclaimer: Connection with BEST servers is required only
during registration process or when there is a problem on the
installed system, such as a hard disk crash or database server
failure.

BEST Access

Hardware Requirements

Minimum system requirement to optimally run Keystone Web:
* 4 GB RAM (8 GB recommended)

* 20 GB available hard disk space (100 GB recommended)

* A server install is preferred, but not mandatory

Software Requirements

Keystone Web requires that the following perquisites should be
available across platforms:
* Windows 7 (32/64 bit), Windows Server 2008 R2/2012 R2 with all
latest updates
* Default IIS versions required for various operating systems:
1S 7.5 for Windows 7
1S 7.0 for Windows 2008
1S 8.5 for Windows 2012
* .Net Framework 4.5 (This prerequisite is bundled with Keystone
Web Installer)
* SQL Server 2014 Express; SQL Server 2016 Express
* Internet Connection - to complete registration
* Local Administrator permissions are required to begin installation

Acronyms and Abbreviations

IS - Internet Information Services (11S, formerly Internet Information
Server) is an extensible web server from Microsoft used with the
Windows NT family line of operating systems.

RAM - Random Access Memory

HDD - Hard Disk Drive

CPU - Central Processing Unit

GB - Gigabytes

SQL - Microsoft SQL Server 2014 Express Edition

DB - Database



2 Supported Platforms and

Technology Requirements

Windows 7 Windows 2010  Windows Server ~ Windows Server 2012 R2
2008 R2
CPU Intel® Core™ 15 | Intel® Core™ I5 Intel® Core™ I5 Intel® Core™ 15-3470
3320M 3320M 24000 CPU @ 3.20 GHz
CPU @ 2.60 GHz | CPU @ 2.60 GHz CPU @ 3.10 GHz
Memory 4GB 4GB 4GB 4GB
.Net 4.5 4.5 4.5 4.5
Framework
SQL Server | SQL Server 2014 | SQL Server 2014 SQL Server 2014 SQL Server 2014 Enterprise/
Express Express; SQL Enterprise/Express Express Edition; SQL Server
Server 2016 Edition; SQL Server 2016 Enterprise/Express
Express 2016 Enterprise/ Edition

Express Edition

Software Name
Microsoft SQL

Server

Version

SQL Server
2014 Express

Description

Software to host the applica-

tion’s database

https://www.microsoft.com/
en-in/download/details.
aspx?id=42299
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Supported Platforms

Keystone Web software has been tested on
the platforms shown. While it may work on
other operating systems than the ones listed,
it has not been tested.

Technology Requirements

Keystone Web software works on top

of specific software that is not included
with the Keystone Web installer. The
software listed in the adjacent table must
be downloaded and installed before the
installation of Keystone Web.
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3 Installing Keystone Web

Software

Pre-Installation Validation

Keystone Web software has been tested on operating systems as
detailed under Supported Platforms and Technology Requirements
section. Please verify if the requirements are met before beginning
the installation process.

Installing SQL Server 2014 Express
Edition

This section provides a step-by-step procedure for installing a new
instance of Microsoft SQL Server 2014 Express Edition, using the

SQL Server setup installation wizard. The SQL Server Installation
Center provides a single feature tree for installation of all SQL Server
components, so that you do not have to install them individually. In
this section, we will show the installation for some of the features
available in the SQL Server 2014 Express Edition. You may find that in
your version you have some other features available.

Step 1: Preparation
Download the SQL Server 2014 Express Edition (64 bit) from the URL

below:

https://www.microsoft.com/en-in/download/details.aspx?id=42299

Microsoft® SQL Server® 2014 Express

i e !

And click on Download button.

In the following screen, depending on your system build, select one
of the highlighted files. If your system is a 32-bit Windows operating
system, then select the 1st file. If your system is a 64-bit Windows
operating system, then select the 2nd file. This will download the
executable file and when asked, choose ‘Save' to save the file to your
system.

Choose the download that you want

| File Name

|| Express 32BIT WoW64\SQLEXPR32_x86_ENU.exe

Size.

149.9 MB

| Express 328IM\SQLEXPR x86_ENU.exe

=
¥, Express 64BIMSQLEXPR x64 ENU.exe

168.4 MB

196.7 MB

|| Expressadv 32BIT\SQLEXPRADV_x66_ENU.exe

| Expressadv 64BIT\SQLEXPRADV_x64_ENU.exe

| ExpressandTools 32BIT\SQLEXPRWT_x86_ENU.exe

1168

1168

2408 MB

Download Summary:

1. Express 32BIT\SQLEXPR x86_ENU.exe
2. Express 64BIT\SQLEXPR_x64_ENU.exe

Total Size: 365.2 MB

Next

Once the download is complete, continue with the Step-by-Step

installation section below.

Step 2: Step-by-Step Installation
1. It is recommended to reboot the machine before beginning
with installation of SQL Server. Double click the downloaded file:

SQLEXPR_x64_ENU.exe

() » Computer » Local Dk (0) » Downionds

Organize v i Open New folder

7 Favorites
M Deskeop
16 Downloads

0 Recent Places

4 Libraries
4 Documents
o Music

SQLEXPR 64 ENU Date modified: 4/17/2017 6:52 PM
Application Size: 196 MB

o |48 SQUEXPR 64 ENU

Date created: 4/17/20176:53 PM

Date modified Type

4/17/2017 6:52PM__ Application

When prompted to choose a directory for extracted files, click OK to
use the default directory, or click the Browse button to select a

different directory.

Choose Directory For Extracted Files

Choose Directory For Extracted Files

X

|

D:\Downloads\SQLEXPR x64 ENU\

(o ] [ cancel |

[ Browse... l
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The files should have been extracted into a folder as below. Execute
the SETUP.EXE application file.

&) [) + Computer » LocalDik B3 » Downloads » SQLEXPRLGA ENU » « [43 || Scarch SQLEXPR 164 ENU £
Organize v Open  New folder - A ®
e Nome Date modified Type

I Desktop . 1033 ENU_LP 4/17/2017 657 PM  File folder
1 Downloads b redist JAT/ITESTOM  Filefolder
L Recent Places U resources U/ITESTPM Filefolder
bt YLURLTESTPM  Filefolder
i Uibraries &1 AUTORUN 60141256 PM Setup Information
& Documents =) MEDIAINFO 2/21/2014330PM XML Document
o) Music | Packageld.dat 4/17/20176:58PM AT File
B Pictures el seTup 2212014525 AM__ Application
H Videos 13 SETUPEXE VINHI4127AM XML Configuratio...
4] SQUSETUPBOOTSTRAPPER.DLL 221214520 AM  Application extens...
1% Computer % SQMAPLDLL 2/21/20145:20 AM  Application extens...
& Local Disk (C)
a Local Disk (09
G Network
o i >
B SETUP  Datemodified: 2/21/2014525AM  Date created: 2/Z1/2014 525 AM
Application Size: T41KB.

2. Upon executing the setup file, the following window appears.
Select the option: New SQL Server stand-alone installation or
add features to an existing installation.

5 SQU Server Installation Center
Planning New SQU Server stand-alone installation or add festures to an existing installation
Enctallation Launch a wizard to install SQL Server 2014 in a non-clustered environment or to sdd

features to an existing SQL Server 2014 instance.
Maintenance
o Upgrade from SQL Server 2003, SQU Server 2008, SQU Server 2008 R2 or SQU Serves 2012
Launch awizard to upgrade SQL Server 2005, SQL Sesver 2008, SQL Server 2008 R2 or SQL
Resources Server 2012 10 SQL Server 014
Options

Pleass wait while Microsoht SQL Server 2014 Setup processes the current oparation

Microsoft SQL Server 2014

3. In the Microsoft Update window, select the checkbox to use
Microsoft Update to check for updates after you finish the
installation, and then click Next.

Microsoft Update

o et Microsoft Update offers security and other important updates for Windows and other Microsoft
Microsoft Update software. including SQL Server 2014. Updates are defivered using Automatic Updates, or you can visit
Product Updates the Microsoft Update website.

Install Setup Files = Pt b

Instal Rules '

O Microsoft Update FAQ

Feature Rules

Feature Configuration Rules

Installation Progress

Complete

[ <maex ][ mem>

Install Setup Files
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If an update for SQL Server Setup is found and specified to be included, the update will be installed.

Global Rules
Microsoft Update

Product Updates

Install Setup Files

Install Rules

License Terms

Feature Selection

Feature Rules

Feature Configuration Rules
Installation Progress
Complete

b | — ]
Task Status
Scan for product updales Complsbed
Download Setup files Skipped
Edract Setup files Skipped
Install Setup files Not started
<Back || Next> Caneel

4. Select the | accept the license terms checkbox to accept the
license terms, and click Next.

Essmemisaw T e

License Terms

To install SQL Server 2014, you must accept the Microsoft Software License Terms.

Global Rules

Microsoft Update

Product Updates

Instal Setup Files

Install Rules

License Terms.

Feature Selection

Feature Rules

Instance Configuration
Server Configuration
Database Engine Configuration
Feature Configuration Rules
Instaliation Progress
Complete

MICROSOFT SOFTWARE LICENSE TERMS

MICROSOFT SQL SERVER 2014 EXPRESS

Thesa license terms ara an agreement between Microsoft Corporation (or basad on whera you
iive, one of its affiliates) and you. Please read them. They apply to the software named above,
lwhich includes the media on which you received it, If any. The terms also apply to any Microsoft
o+ updates,

= supplements,

a 4
Copy  Prnt

[¥] 1 accept the license terms.

{7 T4 on Customes Experience Inprovement Program ('CEIP") and Eor Reporting to help improve the
quality, reliability and performance of Microsoft QL Server 2014.

See the Microsoft SOL Server 2014 Privacy Statement for more information.

* Microsoft SQL Server 2014 also includes » Visual Studio component that will have CEIP settings turned
off by default. If Visual Studio is installed, this component will use the CEIP settings for Visual Studio.

(et [ e ][ ][ e ]

5. The SQL Server installation program checks your machine to make
sure it meets the hardware and software requirements for installing
the SQL Server. If you get any errors in the results, use the link in the
error message to receive more information. If you receive errors in
this report, do not move on to the next step until you resolve all the
errors. Ensure the prerequisites mentioned for the selected features
are installed before continuing.
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Feature Selection

Select the Express features to install.

Guide

Feature description:

License Terms EFeatures:
Global Rules Instance Features
Microsoft Update [~ Database Engine Services
Product Updates [ 5QL Server Replication
Install Setup Files Shsm ket
[ SQL Client Connectivity SDK
PR Redistributable Features
Feature Selection
Feature Rules
Instance Configuration
Server Configuration
Database Engine Configuration
Festure Configuration Rules
Installation Progress
Complete

The configuration and operation of each
instance feature of a QL Server instance is
isolated from other SQL Server instances. SQL
Server instances can operate side-by-side on
the same computer.

Prerequisites for selected features:

Windows PowerShell 2.0
Microsoft NET Framework 3.5
Micresoft NET Framework 4.0
To be installed from media:
Micresoft Visual Studio 2010 Redistributables

Disk Space Requirements

8. On Server Configuration window click Next.

45 5QL Server 2014 Setup
Server Configuration

Specify the service accounts and collation configuration.

Global Rules

Microsoft Update

Product Updates

Install Setup Files Senvice

Install Rules SQL Server Database Engine
SQL Server Browser

Senvice Accounts | Collation

Microsoft recommends that you use a separate account for each SQU Server service.

Account Name Password
INT Senvice\MSSQLSSQL...

NT AUTHORIT\LOGAL ... |

Startup Type
Automatic |~
|Disabled  [~|

License Terms
Feature Selection

Feature Rules

Instance Configuration

Server Configuration
Database Engine Configuration
Feature Configuration Rules:

Drive C: 988 MB required, 916739 MB available

SelectAll | Unselect All
Instance oot directory:
Shared feature directory:

Shared feature directory (x86):

[ C\Program Files (x86)\Microsoft SQL Server\ 1=

[ caProgram Files\Microsoft SQL Server\ 1=

|CProgram Files (xe6)\Wicrosoft SQL Server\ =

<Back Next> Cancel Help

6. Choose the following Instance Features to install:

* Database Engine Services
* SQL Server Replication (optional)

Once you are done, click Next to continue to the Feature Selection

window.

7. On the Instance Configuration window, type or leave it as

the Named instance. The Instance

ID will automatically change

accordingly. When you have finished specifying the name and

instance ID for the instance SQL server, click Next to move on to the

Server Configuration window.

T# SQL Server 2014 Setup

9"
Complete

9. Database Engine Configuration

Select the option Mixed Mode, it allows users to connect to an
instance of an SQL Server using either Windows authentication or
SQL Server authentication.

Specify a password for the SQL Server administrator account (sa) and
click on Next.

Note: The username sa and the password you had entered
should be used when trying to access the database server
during Keystone Web Installation and data migration
from Keystone 600N5 to Keystone Web. Please store this
information for future reference.

Instance Configuration

Specify the name and instance ID for theinstance of SQL Server. Ins

License Terms O Defaultinstance

stance ID becomes part of the installation path.

Global Rules

® Named instance: |S(]L[|prci;

Microsoft Update
Product Updates

Install Setup Files. .

[sauexpress

Install Rules
Feature Selection

Feature Rules saL
Instance Configuration

Installed instances:

Y. C\Program Files QL

MSSQL12 SQLEXPRESS

Server Confiquration
Database Engine Configuration
Festure Configuration Rules
Installation Progress

Instance Name

Complete

Instance ID

Features Edition Version

and data directories.

jon security mode.

License Terms.
Global Rules

Server Configuration Data Directories User Instances

§ .
L Specify the mode for the gine.
Product Updates Authentication Mode
Install Setup Files (O Windows authentication mode
Install Rules
(@ Mixed Mode (SQL Server authentication and Windows authentication)
Feature Selection
Feshure Rusles Specify the password for the SQL Server system administrator (sa) account.
Instance Configuration Enterpassword  [sesees |
Server Configuration ‘ |
2 5 Confirm password: |eeesee
Database Engine Configuration St
Feature Configuration Rules Specify SQL Server administrators
Installation Progress. e N | SOL Serve: administrators
Complete have unrestricted access
to the Database Engine.

Add Current User || Add.. | Remove

<Back Next> Cancel Help



The screen below gets displayed that shows the progress of
installation.

Installation Progress

License Terms
Global Rules
Microsoft Update
Product Updates
Install Setup Files
Install Rules
Feature Selection

Install_VC10Redist_Cpub4_Action

Feature Rules

Instance Configuration

Server Configuration

Database Engine Configuration
Feature Configuration Rules
Installation Progress
Complete

Next> Cancel Help

If everything executed, you should get a final report which indicates
the successful completion of each installed service. After successful
installation, your screen should look like the one below. You may be
asked to restart your computer, click OK to restart the computer. If no
restart is required, click Close to close the Setup Wizard.

Complete

Your SQL Server 2014 installati Pl

License Terms.
Global Rules

Information about the Setup operation or possible next steps:

Feature Status

Microsoft Update
ST € Database Engine Services Succeeded

e (@ SQL Server Replication Succeeded
Install Setup Files (& 5QL Browser Succeeded
Install Rules 1@ saL writer Succeeded
Feature Selection (& SQL Client Connectivity Succeeded
e 1@ 50L Client Connectivity SDK Succeeded

L (& Setup Support Files Succeeded

Instance Configuration
Server Configuration
Database Engine Configuration
Feature Configuration Rules L
Installation Progress. \Viewing Product Documentation for SQL Server A

RS |Only the components that you use to view and manage the documentation for SQL Server have
boon installed, By default, the Help Viewer component uses the online library. ARer installing
ISQL Server, you can usa the Help Library Manager companent to download documentation to
lyour local computer. For more information. see Use Microsoft Books Online for SQL Server

<http.//go microsoft com/fwlink/?LinkID=299578>).
Microsoft Update

Summary log file has been saved to the following location:

C\Program Files SOL 120\Setup BootstraphL
yrmary HolmesPC 20170421 233445 txt

20170421 233445

coe |[ v ]

The installation is complete.
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Installing Keystone Web Software

The below executable is used to deploy the Keystone Web
application, create the MS SQL Database and to create Keystone Web
Scheduler. Please follow the steps below to get started:

Step 1: Download Center

When the software is purchased, a link to download Keystone
Web software will be sent by email. Clicking this link will open
the “Download Center”, displaying a list of files that could be

downloaded.

When downloading the demo version no email is provided. You
can access the download center from www.bestaccess.com/
keystonewebdemo/

Pa=st
KEYSTONE.

DOWNLOAD CENTER

File Description

Keystone Web Installer | This is the Keystone Web Installer. Download this file to setup Keystone Web software. Download

This file converts legacy Keystone 600 NS database to the new Keystane Web format. Download this file to
Keystane Migration Tool Download
migrate your data into Keystane Web software

Getting Started Guide This document contains instructions for installing the Keystone Web software. Download

User Guide This document explains how to perform daily activities in Keystone Web, Download

Pick the highlighted “Keystone Web Installer” and click the
“Download” link. This will download the executable file and when
asked, choose “Save” to save the file to your system. On the
completion of download, the file below will be available in the folder
selected earlier. Double click the executable to deploy the Keystone
Web software.

E KeystoneWeb.exe

Step 2: Preparation
The screenshot below shows “Keystone Web" preparing the
installation.

KeystaneWeb - InstallShield Wizard

Preparing to Install...

KeystoneWeb Setup is preparing the InstallShield Wizard,
which will guide you through the program setup process.
Please wait.

Extracting: KeystoneWeb.msi

O 0000 |
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Step 3: Pre-install check for SQL Server

Depending on the type of setup you would be performing, select the
appropriate radio button and click “Next” button. If you chose that
you are a stand-alone user, in this process the installer would verify if
SQL Server is installed on your computer.

Microsoft SQL Server is required to install Keystone Web.

~ Iaman enterprise user, and have received required permissions from IT
" team to access the Enterprise SQL Server in my network.

1@ 13ma stand alone user, and would like to install (or have installed) SQL
= Server 2014 Express Edition on my computer.

To continue installing, click Next.

InstallShield

[ <Back

J mext> ] [

G|

If you do not have SQL Server installed, the installer will prompt that
SQL Server 2014 was not installed on your system.

Step 3a:

You have the option to download SQL Server 2014. Clicking the “No”
button will not download the file, and the installation process will

be terminated. You will need to execute the installer once again to
resume setting up SQL Server.

57 SQL Server 2014 - Not Found

@I S0QL Server 2014 is not installed on your system.

Would you like to download and install before installing Keystone Web?

Yes I[ Mo

Step 3b:

Clicking the "Yes" button will open the default browser and
navigate to the Microsoft site to download the SQL Server 2014
Express Edition, as in the image below. Depending on your system
architecture, select one of the highlighted files. If your system is a
32-bit Windows operating system, then select the 1st file. If your
system is a 64-bit Windows operating system, then select the 2nd
file. Details for installing SQL Server are available in the “Installing
SQL Server 2014 Express Edition” section.

Choose the download that you want

|| File Name Size

Download Summary:
[ ] Express 328IT WoW6a\SQLEXPRI2_xB6_ENU.exe 149.9 M8
1. Express 32BIT\SQLEXPR_x86_ENU.exe
2. Express 64BIT\SQLEXPR x64_ENU.exe

[##] Express 328IT\SOLEXPR xB6_ENU.exe 168.4 MB

=n
|, Express 64BIT\SQLEXPR x64_ENU.exe 1967 M8

|| ExpressAdv 32BIT\SQLEXPRADV_xB6_ENU.exe 1.1G8B
\7| ExpressAdv 64BIT\SQLEXPRADV x64_ENU.exe 1.1Ge
Total Size: 365.2 MB
|| ExpressandTools 32BIT\SQLEXPRWT_x86_ENU.exe 8408 MB
Step 4:

After downloading and installing the SQL server in step 3, return to
the folder where you have saved the Keystone Web installer. Double
click the executable to redeploy the Keystone Web software install.
Installation of Keystone Web cannot proceed without meeting the
pre-requisite to have SQL server 2014 installed on the machine. If
you had not saved the installation file earlier, return to the download
center and follow steps 1 & 2.

E KeystoneWeb.exe

After redeploying the installer you will be routed to the screen shown
below. Choose the Database Server name or the IP address where the
database should be installed, as shown in the screen and use the SQL
Server credentials to access the server. This is the same password that
was used while installing SQL Server 2014.

If a local SQL Server Express Edition is installed, the server
installation can be selected from the dropdown list, or click on the
Browse button. The default database name is displayed in the text
box, which may be changed per your organizational policies. Click
Next to continue the installation of the Keystone Web Database.

Database Server
Select database server and provide credentials to access the server.

Provide the database access received from the IT Team or select the SQL Server
that you had installed in the previous steps and provide the password to connect
to this SQL Server.
Database server that you are instaling to:
toat scL00RES -
Connect using the Login ID and password below
Login D:  [sa
Password: | ssesenne
Name of database catalog:
|I(eyshoneWeb Browse.
InstallShield
[ <Bak [ next> [ cancel |

Step 5: Website & Email Server Details

Provide the details of your website and the SMTP details to enable
email notifications. To continue installing, click Next button.

Note: If SMTP details are not provided, features of Keystone Web that
deal with sending emails will not work.



Website Information
Website Name: IKeystnneWeb
Computer Name: |I.N[:7A V50809-01

Port Number: |auau

Error File Path: |C: \Error. txt

Database Backup Path: I\\ServerNamEVJB_Shared_Badmp
Do you want to provide your mail . -
server details? © s @ nNo

SMTP Server Name/IP: |ma\ .YourOrg.com

Users Receive Email From: |Adﬁin @YourQrg.com
InstallShield
[ <Back ][ Mext> | [ canca |

Step 6: Active Directory Details

Provide Active Directory (AD) settings to synchronize Keystone

Web with your organization’s active directory. If you do not have a
requirement for AD, you may continue to the next step by clicking the
Next button.

Note: If AD details are not provided, features of Keystone Web that
deals with searching for People against the AD will not work.

Brepons v QR

These settings are used to synchronize Keystone Web software with the Active
|| Directory (AD) settings of your organization. Provide the fields used in your AD.

| Do you want to configure Active

|| Directory Settings? Oves

LDAP Connection String: | LDAP:/fad.YourOrg.com/

Domain: IYUUVOTQ

cUD: InhjectGLlID

Email: Ima”
First Mame: IgwenName
Last Mame: Isn
Middle Name: Imldd\ename

D: IEmp|UyEEID

Telephone Mumber: ITEIephnneNumher

Department: Idepartment
Title:  [ite
Containers: IOU:domalnIOU:YourOrg

Separate different groups with a | symbol
InstallShield

=X=)

T e

Step 7: Select Setup Type

Choose the Complete option to install Keystone Web software,
scheduler, and the Keystone Web database, click Next to continue.
Complete Install:

Keystone Web | Deployment Guide

Setup Type
Choose the setup type that best suits your needs,

Please select a setup type.

All program features will be installed. (Requires the most disk
space.)

Choose which program features you want installed and where they
will be installed. Recommended for advanced users.

InstallShield

Step 8: Ready to Install
Click Install to proceed with the installation of Keystone Web
software, Scheduler and Keystone Web database.

15 KeystoneWeb - InstallShield Wizard

Ready to Install the Program
The wizard is ready to begin installation.

Click Install to begin the installation.

If you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard.

InstallShield

[ < Back I Install i [ Cancel

Step 9: Installing Keystone Web

Installing KeystoneWeb
The program features you selected are being installed.

5

Please wait while the InstallShield Wizard installs KeystoneWeb. This may
take several minutes,

Status:

InstallShield

< Back Mext >
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Step 10: Installation Summary

The screen below displays a summary of the installation and the URL
to browse the application. Save this path in a safe location to open
Keystone Web in the future. Click Finish button to complete the
installation.

Keystone Web has been installed
successfully.

Please save the URL below for
future reference to access
Keystone Web:

URL: |htip:fﬂND-AV50809-01:3080

< Back i Finish Cance

r
4! KeystoneWeb - InstallShield Wizard

Setup Type
Choose the setup type that best suits your needs.

.

Please select a setup type.

All program features will be installed. {(Requires the most disk
space.)

Choose which program features you want installed and where they
will be installed. Recommended for advanced users.

InstallShield

[ <Back |[ next> ][ cancel |

Click on Database from the screen below and select ‘This feature
will not be available’. This will ensure the database does not get

4] KeystaneWeb - InstaliShield Wizard

Step 11: Launch Application

Clicking the Finish button will close the installer. On the desktop, you
should be able to see an icon created as below, which when clicked
will open your default browser and open the application.

td

rstoneleb

Custom Installation of Keystone Web
Software

Installing Keystone Web Without Database

In the case of a hard disk crash on the machine hosting the Keystone
Web software, and if only the Keystone Web software is to be
reinstalled without the database, follow the steps below:

Perform Steps: 1-6 from Installing Keystone Web Software
section before continuing.

When you get to the installation screen, select Custom and click
Next.

Custom Setup

Select the program features you want installed,

installed.
Click on an icon in the list below to change how a feature is installed.

Feature Description

- (=3 v | KeystoneWeb
~ =] Database

=3 This feature will be installed on local hard drive.
=38 This feature, and all subfeatures, will be installed on local hard drive.

@2 This feature will be installed when required.

X This feature will not be available.

Instal to:
(C:\Program Files (x86)\My Company Name\My Product Name|

Instalishield

r
ﬂ KeystoneWeb - InstallShield Wizard

Custom Setup
Select the program features you want installed,

Click on an icon in the list below to change how a feature is installed.
Ty  Feature Description

; KeystoneWeb
foi X = | Datsbase
This feature requires 48MB on
your hard drive.
Install to:
C:'Program Files (x86) My Company Name My Product Name,
InstallShield
[ bep [ space [ <Bak [ met> ][ concel |

Proceed through steps 8-11 as mentioned in the Installing Keystone
Web Software section to complete the installation.



Installing Only Keystone Web Database

If the server hosting the database has crashed and only the database
needs to be reinstalled, follow the steps below:

Perform Steps: 1-6 from Installing Keystone Web Software
section. Along with the above steps, the three additional screens
below will help guide you through the custom installation process for
keystone web database.

When you get to the installation screen below, select Custom and
click Next.

1) KeystoneWeb - InstallShield Wizard [
Setup Type
Choose the setup type that best suits your needs.
Please select a setup type.
() Complete
All program features will be installed. (Requires the most disk
space.)
Choose which program features you want installed and where they
will be installed. Recommended for advanced users.
InstallShield
[ <Bak [ Next> ][ Cancel |
r
1) KeystoneWeb - InstallShield Wizard (oS
Custom Setup
Select the program features you want installed,
Click on an icon in the list below to change how a feature is installed.
"X | Keystoneweb Feature Description
This feature requires OKB on
your hard drive.
Install to:
C:'Program Files (x86) My Company Name\My Product Name),
InstaliShield
[ tep ][ spaee ][ <Bak [ Next> ][ canel |

10
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T —
5] KeystoneWeb - InstallShield Wizard 9
Ready to Install the Program
The wizard is ready to begin installation.

Click Install to begin the installation.

If you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard.

InstallShield

Click Install and proceed with steps 8-11 as mentioned in the
Installing Keystone Web Software section to complete the
installation.
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4 Changing Configuration Settings

Configuration Settings for Keystone Web
Application

To manually configure the settings for Keystone Web, make changes
to the configuration file available in the path below:

* Go to Start > Run - INETMGR and press Enter.

* Expand the nodes of IIS as shown below and right-click on
KeystoneWeb. Then select Explore to open the folder containing the
configuration file.

495 KeystoneWebServer
3 Application Pools
4@ Sites

- 4 Default Web Site
. B KeystoneWeb

‘..Gj KeystaneWebServer
w2} Application Pools
4 (8] Sites
4y Default Web Site
b 1§ KeystoneWeb

21 Explore

Edit Permissions...

3 Add Application...
Lj Add Virtual Directory...

Edit Bindings...
Manage Web Site 3

Refresh

Remove

X &

Add FTP Publishing...
Deploy >

Rename

74 Switch to Content View

1

This opens the folder where the application is installed. Look for the
file ‘Web.config’ as seen in the image below and edit it using a text
editor such as notepad.

é’ /KeystoneWeb Content

Filter: - aﬁa Go ~ Q Show All | Group by: No Grouping =
Name - Type
| App_Data File Folder
| assets File Folder
[ bin File Folder
| Content File Folder
Cons File Folder
[lImages File Folder
Jlmpm‘tTemphtes File Folder
| Reports File Folder
| Scripts File Folder
| Service References File Folder
I Template File Folder
I Views File Folder
] Global.asax ASP.NET Server Application
|| Grid.Mvc. Ajax.readme README File
| Grid.mvc.readme README File

E_i}packages.conﬁg XML Configuration File
XML Configuration File

XML Configuration File

;% PrecompiledApp.config

\i39 Web.config

The embedded document contains the settings that need to be
modified in the ‘"Web.config’ file.

m L
i

Keystone Web
Configuration Setting

Configuration Settings for Keystone Web
Scheduler

Keystone Web Configuration settings and Scheduler Configuration
settings should be in sync. Follow the steps below to change the
Scheduler Configuration settings.

To open services console and modify the Scheduler Config file
settings, go to Start - Run — Type ‘Services.msc’ and press Enter.


http://www.keystonewebsoftware.com/Docs/Guides/Keystone_Web_Configuration_Setting.pdf

Select Keystone Web Service
Click on the highlighted service below, right-click and select
Properties.

ervices

File Action

Keystone Web Scheduler

Neme | Description

‘. Interactive Services Detection
“: Intemet Connection Sharing (ICS)
“: Interet Explorer ETW Collector Service

Ensbles user notification of user input For ..
Start the service Provides network address translation, addre...
ETW Collector Senvice for Intemet Explorer
Description:

This service is used by Keystone Web
software. I this service is stopped o
disabled, email notifications and
Active Directary synchranizations will
not occur.

L4 IP Helper Provides tunnel connectivity using IPv6 tran

. IPsec Policy Agent Internet Protocol security (IPsec) supperts n...

£ Juniper Network Connect Service

Manages secure network connections

“: KtmRm for Distributed Transaction Coordinator
2 Link-Layer Topology Discovery Mapper Creates a Network Map, consisting of PC an...
% Media Center Extender Service Allows Media Center Extenders to locate an...
£ Mierasaft NFT Framewark MGFN v2.0.50777 %86 Microsoft MFT Framewnrk NGFN

Coordinates transactions between the Distri

Locate Scheduler Path

Copy the complete physical path (without the file name:
NxGenKeystone.WindowsService.exe) to change the keys in the
config file

bmnw
Keystone Web Scheduler Name - | Description |

. Interactive Services Detection

‘.. Internet Connection Sharing (ICS)

2 Internet Explorer ETW Collector Service
1P Helper

) Enables user notification of user input for in...
Start the senvice Provides network address translation, add
ETW Collector Service for Internet Explorer

Provides tunnel connectivity using IPv6 tran...

Description:
This service s used by Keystone Web
software. I this service is stopped or
disabled, email notifications and
Active Directory synchronizations will
not occur.

i IPsec Policy Agent Internet Protocol security (IPsec) supports n...

£ Juniper Network Connect Service

Manages secure network connections.

VDo . Teaneacti C

-
Keystone Web Scheduler Properties (Local Computer) [

transactions between the Dists
Creates a Network Map, cansisting of PC an..

Allows Media Center Extenders to locate an...
L Microcoft NFT Framewnrk NGFN

General [ Log On | Recovery | D

Service name:  KeystoneWebScheduler

Display name:  Keystone Web Scheduler

o is senvice is Used by Keystone Web scftars. F
escrption. F:\‘s service is stopped or disabled, email netfications _

Path to excoutable:
Fi

Statupbps: [ Automatic M

Help me confiqure service startup options.

Service status:  Stopped

Sen )[ sop ][ Pase | [ Resume

You can speciy the start parameters that apply when you start the service
ere

Start parameters:

Open Configuration File

Open Windows Explorer and paste the path into the address bar and
press Enter. As highlighted below, select the NxGenKeystone.
WindowsService.exe.config file and open using a text editor such
as Notepad.

12
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A TTTRTT———
-

@@- ). » Computer » Local Disk(C:) » ProgramFiles » dormakaba » Besthccess » KeystoneWebScheduler »

| . e e = — .

file Edit View Iools Help

Organize * @0 Open ~  Mewfolder
Name Date medificd Type Size
1. log-data 5/19/2017 721 PM  File folder
2] NxGenKeystone. WindowsService.exe 3/31/2017 219 AM  Application 42K8
=k i wshost 3/29/2017 232AM  Application 24K8
%) EntityFrameworkdll 3/31/2017 213AM  Application extens... 5,075 KB
4 EntityFramewerkc SqlServer.dil 3/31/2007 212AM  Application extens... 607 KB
%] logdnet.il 3/31/2017 214 AM  Application extens... 270K8
|4 NxGenKeystone.Data.dl 3/31/2017 219 AM  Application extens... 257K
%4 NxGenKeystoneModel.dll 3/31/2017 218 AM  Application extens... 184 KB
%] NitGenKeystone Service.dil 3/31/2017 219 AM  Application extens... 106 KB
€ DemoExpiredhotificationEmail.html 3/24/20176:15AM  Chrome HTML Do... 2kK8
€ DemoExpiryNotificationEmail html 3/24/20176:15AM  Chrome HTML Do... 2K8
|} NxGenKeystone WindewsSenviceInstallLog 4/26/2017 10:06 PM  INSTALLLOG File 6KE
| NxGenKeystone WindowsService InstallState 4/26/2017 10:06 PM  INSTALLSTATE File 8K
|} NxGenKeystone WindowsServicevshost.exemanifest  3/19/2012 200 AM  MANIFEST File 1K
NxGenKeystone.WindowsService.exe.config 5/20/201712:05 AM XML Configuratio... 3K8
Wind vshostexe.config  3/23/20170:15PM XML Configuratio... 3K
| ] logénetxml 3/31/2017 215AM XML Document 1511 KB

Changing Values in the Configuration File

Please change the highlighted key values as mentioned in the below
document.

Scheduler Service
Configuration Setting


http://www.keystonewebsoftware.com/Docs/Guides/Scheduler_Service_Configuration_Setting.pdf
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5 Testing the Installation

Testing the Installation

Follow any of the options below to test the Keystone Web software installation and verify if all
your required system resources are available:

* Use the Keystone Web shortcut created during installation, located on the desktop.
Note: this shortcut should be forwarded to all Keystone Web users.

* Save the URL mentioned below for future reference. Click Finish to complete the
installation.

Keystone Web has been installed
successfully.

Please save the URL below for
future reference to access
Keystone Web:

URL: |htlp:.!',’IND-AVSOSOQ-01:SOSO

* If you already know the host name of the server where Keystone Web has been installed,
enter the website URL in your browser: http:// {WebServerName:Port#}

This is same URL presented to you in the final installation screen (shown above) of Keystone
Web. You can also access the URL by double clicking the Keystone Web shortcut created
during installation. Once your Keystone Web Software is installed properly, you will be
presented with a Registration Screen.

13



6 Uninstalling Keystone

Web Software

Uninstalling Keystone Web Software

If for any reason a need arises to uninstall Keystone Web software,
it may be uninstalled at any time. Note that if you must reinstall the
software on the same system or another system, you must contact
the Keystone Support team for a new License Key because the old
license key will be voided.

Using one of the methods below, you may uninstall Keystone Web
software. Note that you need to have Administrative permissions on
the local system.

Uninstalling Using Keystone Web Soft-
ware Installer

Run the KeystoneWeb.exe file that was downloaded from the
Download Center.

Welcome to the InstallShield Wizard for
KeystoneWeb

The Installshield{R) Wizard will allow you to modify, repair, or
remove KeystoneWeb. To continue, dick Next.

14
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The screen below shows the options available to modify, repair, or
remove the program. Select the radio button for the option you
require and press Next.

Program Maintenance

Modify, repair, or remove the program.

Change which program features are installed. This option displays the
Custom Selection dialog in which you can change the way features are Il
installed.

Repair installation errors in the program. This option fixes missing or
corrupt files, shortcuts, and registry entries,

@ Remove KeystoneWeb from your computer.

iﬂl Please watt while Windows corfigures KeystoneWeb
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Uninstalling KeystoneWeb

The program features you selected are being uninstalled.

i

Please wait while the InstalShield Wizard uninstalls KeystoneWeb. This may
take several minutes.

Status:
Removing files

-—

InstaliShield

Next >

Upon successfully removing Keystone Web software, the installer
closes automatically.

Uninstalling Using Programs and Fea-
tures

Go to Control Panel = All Control Panel Items - Programs and
Features = Uninstall or change a program.

Select Keystone Web from the list and click Uninstall.

The screens below will be displayed in succession.

r
Windows Installer

iﬂ! Preparing to remove._.

F -
KeystoneWeb

- _— Y Sy -

iﬂl Please wait while Windows configures KeystoneWeb

Gathering required information ...

Select OK in the below confirmation message box.

The setup must update files or services that cannot be
updated while the system is running. if you choose to
continue, a reboot will be required to complete the
setup.

. [

r
KeystoneWeb

OK

|

Cancel |

15

KeystoneWeb

iﬂl Please watt while Windows configures KeystoneWeb

Once all the components related to Keystone Web software are
uninstalled, the ‘Uninstaller’ closes automatically.
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7 Frequently Asked Questions

FAQ's

Q - Can | install Keystone Web software without administrative permissions?
A - No, the installer requires you to have admin privileges on the local system on which the
Keystone Web software is to be installed.

Q - Can | install Keystone Web software without IS on my machine?

A - No, IIS is a prerequisite that needs to be installed prior to installing Keystone Web
software. If you belong to an enterprise setup, you may want to verify with your IT team
before continuing with this install.

Q - Can | install Keystone Web without Microsoft .NET Framework and SQL Server 2014
Express Edition in my machine?

A - No, Microsoft .NET Framework 4.5, SQL Server 2014 Express Edition, and IS are the
prerequisites that need to be installed prior to installing Keystone Web software. Please
follow the instructions provided in the installation steps.

Q - Where can | download the Microsoft .NET Framework 4.5?
A - To install the Microsoft .NET Framework 4.5 follow the link below:
https://www.microsoft.com/en-us/download/details.aspx?id=30653

Q - Where can | download the SQL Server 2014 Express Edition?
A - To install the SQL Server 2014 Express Edition follow the link below:
https://www.microsoft.com/en-us/download/details.aspx?id=42299

Q - How do I install 1IS on my machine?
A - Before installing 1IS, ensure that you have administrative permissions. The document
below explains the steps to install 1S on your system.

L POF §

115 Installation Steps

16


https://www.microsoft.com/en-us/download/details.aspx?id=30653
https://www.microsoft.com/en-us/download/details.aspx?id=42299
http://www.keystonewebsoftware.com/Docs/Guides/IIS_Installation_Steps.pdf
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8 Troubleshooting

Troubleshooting

Q - How do | provide administrative permissions to a user?

A - Before providing administrative permissions to a user you should have administrative
permissions yourself. The document below explains the steps to provide administrative
permissions to a user.

m L
o

How to Make a User an
Administrator on Windows 7

Q - How do | install SQL Server 2014?
A - Refer to Installing SQL Server 2014 Express Edition

17


http://www.keystonewebsoftware.com/Docs/Guides/How_to_Make_a_User_an_Administrator_on_Windows7.pdf

9 Customer Registration

This section provides step-by-step instructions for the customer
registration after the installation of the Keystone Web application.

Registration Overview

When running the application for the first time, the screen below is
displayed, prompting the user to Select License Type.

SELECT LICENSE TYPE

(O wantto run a Demo version. | have not purchased Keystone Web.

(O 1have purchased Keystone Web and | want to run a fully licensed version

PROCEED

If a license type is not selected, an alert message is displayed
requiring the user to select one of the radio buttons - Demo version
or Licensed version.

SELECT LICENSE TYPE

O I want to run 2 Demo version. | have not purchased Keystone Web.

O | have purchased Keystone Web and | want to run a fully licensed version.

Please choose Demo or Licensed Version.

PROCEED

Registration in Fully Licensed Mode

Select the option for a fully licensed version and click Proceed.

SELECT LICENSE TYPE

O I'want to run a Demo version. | have not purchased Keystone Web.

@I have purchased Keystone Web and | want to run a fully licensed version

PROCEED

18
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The user is directed to the Licensed Customer Registration page as
shown below.

Note: Once the license is purchased, an Order ID will be issued via
email to the contact provided in the Purchase Order. Use the order ID
information in the email to complete the registration.

LICENSED CUSTOMER REGISTRATION

- ~

User Name * Nathan
\ J
- N
Password * | ssseseeas
- N
Last Name * Spurgin
First Name * |wathan |
Middle Initial

\ J

- ~

Nathan.Spurgin@sBDINC.com

\ J

Business Email Address *

- ~

Customer Name * Stanley Black & Decker
Street Address * /345. Hope ST. )
City * |:rd\snapolws :
State / Province * ( N ]
Phone # % |:123-4155-7890 |

Postal Code * |’12345

Country * |’JSA |
Order ID* /12345—6789 )

\ J

[##] Agree to Terms & Conditions

BACK REGISTER RESET
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Note: An internet connection is required to complete the registration
process.

The user is required to enter the registration information.
Upon checking Agree to Terms and Conditions, the Register button
is enabled, allowing the user to continue with the registration.

When the user clicks the Register button, the following message is
displayed on screen:

Thank you for registering your Keystone Web software. You will receive
a license key momentarily by email. Enter the license key to complete
your installation and activate the entire suite of Keystone Web features.

If the registration is completed successfully, an email with the License
Activation Key will be sent to the email address that was provided in
the registration form.

e e
s a2t

R ———
P A ——
Dear SIVARAMA KRISHNA SATT,

Thasi you or registening you

Kay bolow, which vl
canse Kay: BECRAETB-1B03-451-304C-EXCITICTIG

Stape to activrte your Keystane Wieh Softwore:

s

Pagares,

aystans Wab Adevin

e, g0 s
PVATE o NPT

o sy

8 ke, . STANIEP s e

| tapssma in B -

Enter the License Key that was received from the registration email.

LICENSE ACTIVATION

Thank you for registering your Keystone Web software. You will receive a license key momentarily by email. Enter the license

key to complete your installation and activate the entire suite of Keystone Web features.

License Key * |

Click Activate. The entered License Key is validated.

LICENSE ACTIVATION CUSTOMER VALIDATION

F69-4C01-A2D6-06105E2FE930 |

License Key *

|’(D7FASEC

| Activare |

If the License Key is valid, the user is directed to the Keystone Web
Sign In screen, shown below:

3=ST

KEYSTONE.

®

Sign In

‘4 Uday g\‘
= )
| SIGN IN | Forgot Password

Activated Successfully
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After entering valid credentials the customer is authenticated as a
fully licensed user. Upon successful sign in, the user is directed to the
Dashboard screen.

==t
KEYSTONE.

DASHBOARD A sove

LOCATION ( Demo

DA5HEOARD

o
M
MASTERKEY 5
[~ ]
£ DEPARTMENTS o
‘ M
¥ peOPLE BUILDINGS CABINETS CORES DEPARTMENTS
W Kevs
o suioics l_ Q
B ooors \‘ /
§ cores
DOORS HOOKS KEYRINGS KEYS
% Toous

X

Under the Settings menu, a licensed customer is allowed to see the
below additional tiles for Active Directory Integration.

* AD Manual Sync

* AD Sync History

* Email / AD Sync Scheduler

SETTINGS A oue

(@) DASHBOARD

MASTERKEY

A
 oseamvinTs {@h ”
g PEOPLE
P v EMAIL NOTIFICATIONS SERIALIZE CONFIG AGREEMENTS RETURN RECEIPTS
o sunones
] ooors — y { /‘1
@ conss ® \;) @
) K TooLs v
AGREEMENT DEFAULTS BACKUP DATABASE CONFIGURE DETAIL DEFAULTS
L REPORTS. DASHBOARD
—
2 sermins
~
- e s —
23, KEYSTONE SUPPORT <
§¥ I1SSUEIFEEDBACK AAD MANUAL SYNC AD SYNC HISTORY EMAIL/AD SYNC
SCHEDULER
=

Registration in Demo Mode

If the Demo version is selected, the user is directed to the Demo
Customer Registration page to complete the registration process.

SELECT LICENSE TYPE

@ | want to run a Demao version. | have not purchased Keystone Web.

OI have purchased Keystone Web and | want to run a fully licensed version.

PROCEED




To use the Demo version, the information shown below is required,
and the user must agree to the terms and conditions. Once Agree to
Terms & Conditions is checked, the Register button is enabled.

DEMO CUSTOMER REGISTRATION

stName s (Spurgin

FirstName * [ Nathan
Middle Initial |

Business Email Address * | Nathan.Spurgin@SBDINC.com

Gity* [indianapolis

Stateprovince* (I

Phone #* [123.456.7890

\

J

J

J

J

)

Customer Name * & Decker ]
)

)

)

)

Postal Code * |- |
J

(D Agree to Terms & Conditions

BACK REGISTER RESET

After clicking the Register button, the user is directed to Sign In to
the Keystone Web software.

F .
§ga=sT

KEYSTONE.

Signin

( 2
\ a)
| SIGN IN | Forgot Password

You are successfully Registered...

Sign in using the credentials provided during registration.

F Y

#3=ST

KEYSTONE.

4l

SignIn

|/ Nathan g.\|
i al
|. SIGN IN Forgot Password
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Upon successful validation of the user credentials, the user is directed
to the Keystone Web dashboard. The User Name is shown in the top

left portion of the screen. The user will also see ‘DEMO’ at the top of
the screen, indicating the application has begun the DEMO period.

- DEMO @ cHANGEPASSWORD £=J 0 SIGN OUT
Pazst
KEYSTONE.

DASHBOARD A roue

M s

BUILDINGS CABINETS CORES

LOCATION ( Demo Location v) search( Al v Q]

7) DASHEOARD

MASTERKEY

§ DEPARTMENTS

Sah pEOPLE DEPARTMENTS

x >

DOORS HOOKS. KEYRINGS KEYS

B Kevs

] ooors

@ cores

—

\
& Toois

Note: the appearance of this dashboard screen indicates that the
process of Customer Registration has been completed.

Convert Demo Version to Licensed Ver-
sion

To activate a DEMO application to a full working application, please
purchase a Keystone Web license. Once the license is purchased,

an Order ID will be issued via email to the contact provided in

the Purchase Order. Use the order ID information in the email to
complete the registration.

To convert the DEMO version to a Licensed version follow these steps:

Go to: Settings — License Activation

P s EMAIL NOTIFICATIONS SERIALIZE CONFIG AGREEMENTS
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Follow the next steps to enter the Order ID and License Key.
Upon clicking, you will be directed to the licensed customer
registration form where the Order ID is entered.



Keystone Web | Customer Registration

Once the Order ID is received, the user can enter it in the licensed
customer registration form.

LICENSED CUSTOMER REGISTRATION

User Name * ‘;\Jatham J
assword* [~ )
Lastame * [Spurgin )
First Name * ‘;\Jathaﬂ /‘
Middle Initial ‘\ :‘

Business Email Address* | Nathan.5purgin@SBDINC.com |

Customer Name * ‘ Stanley Black & Decker ‘

Street Address* | 345, Hope ST. |

City* ‘ ndianapolis \‘

State / Province * ‘ N ‘

Phone # * ‘:1 23-456-7890 ]
Postal Code * ‘;1 2345 :‘
Country * ‘;JSA :‘
Order ID * ‘:12_’-45-5?89 i‘

¥ Agree to Terms & Conditions

BACK REGISTER RESET

When the user clicks the Register button, the following message is
displayed on screen:

Thank you for registering your Keystone Web software. You will receive
a license key momentarily by email. Enter the license key to complete
your installation and activate the entire suite of Keystone Web features.

A confirmation email is sent to the user along with the license key.
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Keystone Web Admin
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In Keystone Web the License Activation screen shown below
automatically displays after the Order ID is submitted. If the user has
navigated from this screen, simply go to: Settings > License
Activation to display it again.

LICENSE ACTIVATION

Thank you for registering your Keystone Web software. You will receive a license key momentarily by emall. Enter the license

key to complete your installation and activate the entire suite of Keystone Web features.

License Key * |

After entering a valid license key, click on Validate.

LICENSE ACTIVATION CUSTOMER VALIDATION

F69-4C01-A2D6-06105E2FE930 |

License Key * ‘ CD7FABE

| Actwate |

Upon clicking Validate you will be directed to the Keystone Web Sign
In if the entered key is valid.
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Activated Successfully

Upon Sign In, the user is directed to the Keystone Web's Dashboard.
The User Name is shown in the top left portion of the screen. ‘DEMO’
will no lonaer be displaved at the top of the screen, indicatina the
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Demo Expired

When the application is initially registered in the “DEMO" mode,
the software will be available for trial for a period of 90 days. If

the software was not activated within the 90 day trial period, the
software will expire. The software gets locked and will not allow any
further usage until the license is activated.

Whenever the URL is accessed on the browser, the screen redirects
to the Registration screen, where the previously entered data is
available. An Order ID is required to proceed and complete the
registration process. An order ID can be received by contacting and
purchasing the keystone web software from an approved distributor.
Upon receiving an Order ID, it needs to be entered in the registration
screen. Follow the steps mentioned in “convert demo to licensed



version section” to complete the registration process and activate the
software.

Hard Disk Crash

If the hard disk of the machine hosting the application or the
database has crashed, the user is redirected to the customer
validation form.

CUSTOMER VALIDATION

It appears that you have previously installed Keystone Web. Please enter the email address that you used during the previous registration and get in
touch with Keystone Support team for a new License Key.

If you need assistance, contact Keystone Support at: keystone.us.support@dormakaba.com

Click here to activate your License Key

Registered Email Address

SUBMIT

The email address used to register the software needs to be entered.
On clicking Submit, an email is sent to Keystone Web support, with
the request for a new license key.

CUSTOMER VALIDATION

It appears that you have previously installed Keystone Web. Please enter the email address that you used during the previous registration and get in
‘touch with Keystone Support team for a new License Key.

If you need assistance, contact Keystone Support at: keystone.us.support@dermakaba.com

Click here to activate your License Key

Registered Email Address | nathan.spurgin@sbdinc.com

SUBMIT

Your request will be processed and a new license key, generated by
the Keystone Web support team will be automatically sent to the
registered email address.

kE}u‘ETCﬂE ussupport -’-'kfjvETC)HE'.‘-.:‘E'JECLAL'-;'BFE com

License key for your Keystone Web Software

Dear Nathan,

At your request. a new license key has been generated. Use this in the Keystone
Web application to activate the entire suite of features:

Customer ID 42

Last Name, First Name  |Spurgin, Nathan

ﬁi‘:;:fd Email Nathan Spurgin@SBDINC COM

Comparny SBD

Phone 917535808

Country [United States of America

License Key AC805033-964F-4FB9-859C-741399450D0C
Activation Date 4/25/2017 7:35:19 PM

Remarks

Order ID 23421

Please reach out to us in case you need more help.

Regards,
Keystone Web Admin
keystone us support@dormakaba.com
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Keystone Web | Customer Registration

Upon receiving the new license key, click on the link: Click here to
activate your License Key (shown above) to enter the new license
key to activate the software.

LICENSE ACTIVATION

Thank you for registering your Keystone Web software. You will receive a license key momentarily by email. Enter the license

key to complete your installation and activate the entire suite of Keystone Web features.

License Key * |

Enter the new license key and click the Validate button.

LICENSE ACTIVATION CUSTOMER VALIDATION

-4C01-A2D6-06105E2FE930

License Key * ‘ CD7FAGEQ-]

| Actvare |

If the entered license key is valid, the screen redirects to the Sign In
screen.
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Activated Successfully

Moving Software from Test Environment
to Production Environment

In cases where the user may have installed the application on a
test environment and after successfully testing, decides to move to
production, the user should reach out to the Keystone Web support
team for assistance.
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Registration Process Flow Chart

New User
Registration Process

Download and install
Keystone Web per instructions
in Getting Started guide.

Register the product with required
information including order ID
provided by BEST.

Review and Accept terms
& conditions to register.

Upon successful registration an
email with the License Activation
Key will be sent to the email address
that was provided in the
registration form.

Enter the License Key
you received to activate.

Sign in with your
user credentials to
use Keystone Web.
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Demo User to Fully Licensed
Registration Process

Demo Active

After purchasing Keystone
Web, go to Settings >
License Activation to renew.

Enter the order ID provided by
BEST in the registration page.

Review and Accept terms
& conditions to register.

Upon successful registration an
email with the License Activation
Key will be sent to the email address
that was provided in the
registration form.

Enter the License Key
you received to activate.

Sign in with your
user credentials to
use Keystone Web.

Demo Expired

If the demo has expired you will be
redirected to the registration page.
After purchasing Keystone Web, use
the order ID # to register.




10 Data Migration Using

Migration Tool

This manual provides step-by-step instructions to migrate data from
KS600N5 to Keystone Web.

Required Environment (Source)

To migrate data from KS600NS5 to Keystone Web, the user should
have the following:

* The existing KS600N5 application should be installed

Note: To install the Data Migration tool the user should have
administrative permissions on the RDM Server. The user should
install the migration tool in a location where Keystone 600N5 is
installed.

Keystone Web | Data Migration

Data Migration Using Migration Tool

When the software is purchased, the Migration Tool will be available
on Download Center or bundled into a Compact Disk that has this
tool included with the Keystone Web Installer.

Step 1:

Download the data migration tool and unzip the file. The files below
will be available in the extracted folder. Click on the setup file below
to open the Data Migration tool.

. Application Files

% | autorun

[k RDMExport
I@ setup I

Preliminary Considerations

Before you begin the data migration:

The following prerequisites are necessary to perform the data
migration.

* The Keystone Web application should be installed

* The Keystone Web Database should be created on any SQL
server with default master data that is available along with the
installation of the Keystone Web executable.

* The KS600N5 application should NOT be running. It should
be closed before starting the data migration tool.

Customers will only be able to migrate data to Keystone Web
from Keystone 600N v5.01. For older versions, please contact
keystone web support at 1-800-392-5209.

Note: Only versions v3.42. to v5.00 are eligible for upgrade and must
be converted to v5.01 before upgrade is possible. This conversion
will be no additional charge.
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Step 2:

Once the setup file is selected, a window opens to select the
Database server. The user provides the required credentials to
connect to the SQL server and choose the Keystone Web database
for Data Migration as shown in the screenshot below.

¥l Migrate KSEOONS DE To Keystone Wb W e o= 3] |
{@a=st
KEYSTONE.

DESTINATION SERVER DETAILS

r Name

Windows Authentscation
User Name Sign In Name

Password

Servel Sign InPassword

KeystoneWeb Database




Keystone Web | Data Migration

Step 3:
Note that the Keystone Web database is already installed and it
needs to be selected. Then click the Connect button.

Step 4:

The window below provides a list of existing Facilities (Locations)
available in the KS600N5 database. Choose the required Facilities
(Locations) to migrate from KS600N5 to the new Keystone Web
database. Then click the Migrate to SQL button as shown in the
screen below.

= ) [

ol Migrate KS600NS DB To Keystone Web

Kppa=st
KEYSTONE.

LOCATIONS

Migrate All Locations

kenet CUSTOMER FACILITY
I kenet DEMO_FACILITY

Note: Passwords are migrated as ALL CAPS.

The time required for migration will depend on the amount of data to migrate

Migrate to SQL |

— /)

Step 5:

The time required for migration depends on the amount of data to
migrate. Once the migration is successful you will receive a success
message as shown in the screen below.

KEYSTONE.
) Migrate KS600NS DB —
{Pa=sT

KEYSTONE.

Data migrated to Keystone Web from KS600n5.

Migrate Al Locations

ksnet_CUSTOMER_FACILITY
ksnet DEMO_FACILITY

“ral™
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Step 6:
Once the data migration is completed, please verify the migrated
data in the Keystone Web application.

Step 7:

When the user accesses the Keystone Web application for the first
time after the data migration, they will be prompted to reset the
password and forced to update the new email address as shown in
the screen below.

Change Password

User Name bawd |

Current Password [ sessseeee

New Password |-

Confirm Password [«

| David. Holmes@SBDINC.COM |

Email

SAVE CANCEL ~ CLOSE

Once the user has updated the above fields successfully and saved
the information, they will need to Sign In to the Keystone Web
application using the new password.

Note: A copy of the original data is migrated to Keystone Web.
The data in Keystone 600N5 installation remains intact.



3=ST

CORPORATE HEADQUARTERS
6161 EAST 75TH STREET
INDIANAPOLIS, IN 46250 USA

Phone 317-849-2250

bestaccess.com

dormakabar

A85393 Rev C
BEST is a registered trademark of dormakaba Holding, Inc. ©2017 All rights reserved.





